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Ukraine
Volodymyr Yakubovskyy and Alexander Weigelt

Nobles

General

1 How can the government’s attitude and approach to internet 
issues best be described?

After the Euromadain protests, the new Ukrainian government 
elected by the Parliament on 27 February 2014 not only acknowl-
edges the role of the internet for modern business and mass media, 
but puts its extensive development as one of the top economic  
priorities both for private and public sectors. 

It is evident that the new government is aware of the potential and 
perspectives of the fast-growing internet industry in Ukraine. There is 
a strong commitment to facilitate IT and internet industry by updat-
ing the legal environment and providing incentives for further 
development. The IT and internet business community has now 
partnered with the government for establishing the social project 
aimed at promotion of IT education and jobs creation in the sector. 

Even before notable recent changes in the government, the state 
authorities actively embraced modern internet technology to increase 
transparency and facilitate public e-services. All central and local 
authorities have significantly increased their presence on the internet 
in recent years. There is also an increasing number of official state reg-
isters now available to the public online (eg, trademark register, com-
panies register, court cases database, licences register, etc). Tax returns 
and some other filings may now be submitted online. Ukrainian 
courts publish most of their decisions online. By the end of 2014, the 
government also intends to fully implement the electronic document 
circulation system for transparency and time-efficiency purposes. 

Legislation

2 What legislation governs business on the internet?

The special law on Electronic Commerce has not yet been adopted. 
However, Parliament recently approved the draft Law on Electronic 
Commerce at first reading and returned it to the committees for addi-
tional consideration. It is expected to be considered again later in 2014. 

The fundamentals of business on the internet are regulated by 
general statutory provisions and related legislation. The relevant 
pieces of legislation include, inter alia:
• the Civil Code of Ukraine;
• the Law of Ukraine on Electronic Signature;
• the Law of Ukraine on Electronic Documents and their Circulation;
• the Law of Ukraine on Payment Systems and Funds Transfer in 

Ukraine;
• the Law of Ukraine on Protection of Consumers’ Rights;
• the Law of Ukraine on Telecommunications;
• the Law of Ukraine on Personal Data Protection;
• the Law of Ukraine on Information;
• the Law of Ukraine on Data Protection in Information 

Telecommunication Systems;
• the Law of Ukraine on Fundamentals of Information Society 

Development in Ukraine for Years 2007–2015; and
• the Law of Ukraine on Advertising.

Regulatory bodies

3 Which regulatory bodies are responsible for the regulation of 
e-commerce and internet access tariffs and charges?

There is also no specific authority that is assigned to regulate this area 
in Ukraine. Nevertheless, there are five important regulatory bodies 
that oversee certain related issues of e-commerce and internet business:
• the State Inspection of Ukraine on Consumers’ Rights Protection 

(regarding protection of consumers’ rights);
• the State Service of Ukraine for Special Communications and 

Information Protection (regarding protection of e-signatures 
and other encrypted information);

• the Ukrainian Parliament’s Commissioner for Human Rights 
(regarding control over processing of personal data);

• the National Commission for State Regulation of 
Communications and Information (regarding issues related to 
internet access regulatory and charges); and

• the Antimonopoly Committee of Ukraine (regarding unfair 
competition issues, fair and true advertising, etc). 

Jurisdiction

4 What tests or rules are applied by the courts to determine the 
jurisdiction for internet-related transactions (or disputes) in cases 
where the defendant is resident or provides goods or services 
from outside the jurisdiction?

Ukrainian law does not establish any special rules to determine the 
jurisdiction for internet-related transactions or applicable disputes 
with a foreign defendant. Nor have the courts developed any unified 
approach or specific tests in this regard. Therefore, general princi-
ples for conflict of laws shall apply. Pursuant to the respective laws, 
a default rule for conflict of law in relation to sale and purchase 
agreements and service agreements are the law of the seller and 
contractor respectively. However, the parties, and that basically 
means the defendant, may try to choose the jurisdiction that would 
apply. However, such choice of the law may not restrict mandatory 
provisions of Ukrainian law in relation to the protection of a con-
sumer who resides in Ukraine if:
• before the contract, the offer or advertising has been performed 

in Ukraine;
• the purchase order has been accepted in Ukraine; or 
• the consumer travelled abroad to conclude the contract upon 

the invitation of the seller. 

In practice though, even if the consumer gets an award or decision 
against the defendant in a Ukrainian court, through all the burden-
some procedures of notifications under international treaties, it still 
must be enforced in the other jurisdiction where the defendant is 
located. Therefore, such cases rarely take place.
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Contracting on the internet

5 Is it possible to form and conclude contracts electronically? If so, 
how are contracts formed on the internet? Explain whether ‘click 
wrap’ contracts are enforceable, and if so, what requirements 
need to be met? 

In general, it is possible to form and conclude contracts electroni-
cally. Based on the provisions of the Civil Code, the written con-
tract may be executed, inter alia, by exchange of electronic messages 
whereby the parties express their will to enter into a contract. The 
law requires use of a personal digital signature for an electronic 
document to be deemed signed by a particular person. Therefore, 
if the parties to a contemplated contract exchange electronic docu-
ments (messages) signed with their e-signatures, subject to essential 
requirements, then these documents will be binding and have the 
full power of a written contract. It is obvious that, like in many 
countries, the statutory provisions on e-signatures are not widely 
practised by the public, especially consumers. To a certain extent, 
this possibility may not be relied upon at all.

Ukrainian law does not yet have a clear concept of ‘click wrap’ 
contracts. However, some try to use a combination of other concepts, 
like an ‘adhesion contract’ and silent consent, whereby the contractual 
terms are envisaged by a vendor and are not subject to negotiation by 
the customer and if the party uses or buys the product silently. The 
customer, by accepting these terms, becomes committed to the whole 
adhesion contract. This concept is usually applied to licence agreements 
regarding software products. However, this combination of concepts 
only works if the agreement is not expressly required to be in writing. 

If the above-mentioned draft Law of Ukraine on Electronic 
Commerce is adopted, it will be possible to conclude an electronic con-
tract by exchange of electronic messages, filling an electronic form or 
completing any action on the website that confirms the acceptance of a 
proposal parties and verifies will of the parties to enter into a contract. 

6 Are there any particular laws that govern contracting on the 
internet? Do these distinguish between business-to-consumer and 
business-to-business contracts?

The consumer protection law envisages the possibility to con-
clude an agreement on the internet. However, until the draft Law 
on e-commerce is adopted, there is no special law that sets out a 
detailed procedure for contracting on the internet. Therefore, the 
agreements on the internet are subject to general contracting rules 
that rely on an electronic signature. 

Given the current lack of specific contracting rules, sellers (pro-
viders) of goods and services still sell their products to consumers 
by either accepting card and other types of electronic payments 
and selling an immediate product (services) online or delivering a 
product with a written confirmation of acceptance. 

In business-to-business relations, Ukrainian law always requires 
that all contracts between legal entities must be in writing. Thus, 
use of an e-signature is a must for such a transaction. Otherwise, 
non-compliance may affect accounting and tax reporting for both 
legal entities. 

7 How does the law recognise or define digital or e-signatures?

Ukrainian law does recognise and define both digital and e-signa-
tures. As a general note, the respective laws of Ukraine basically reflect 
EU regulation in relation to e-signatures. Accordingly, an e-signature is 
data in electronic form that is attached to or logically associated with 
other electronic data and serves as a method of authentication. The 
law then further recognises electronic digital signature as an advance 
electronic signature that is a type of encrypted e-signature which is 
attached to or logically associated with other electronic data and 
serves as a method of authentication and confirmation of integrity of 
the data. The digital e-signature is based on a private key that is con-
firmed by the open keys issue by special certification centres. 

8 Are there any data retention or software legacy requirements in 
relation to the formation of electronic contracts? 

Should the contract be executed by exchange of electronic docu-
ments with electronic signatures, both the vendor and customer 
must retain the electronic documents on the data carriers in the 
form that allows verification of their integrity. Such retention must 
be ensured for the period similar to the retention of paper docu-
ments of the same effect which is usually three years for accounting 
and tax purposes.

Currently there are no statutory requirements regarding legacy 
of software.

Security

9 What measures must be taken by companies or ISPs to 
guarantee the security of internet transactions?

The Law of Ukraine on Telecommunications commits the opera-
tors to ensure the safety of telecommunication networks without 
specific reference to internet transactions. The safety of telecom-
munication networks shall be understood as a network’s capac-
ity to ensure protection from termination, distortion, information 
blocking and its unauthorised leakage, or from violation of the 
established routing order. Operators are liable for the networks to 
be safe from unsanctioned access to the information transmitted 
by these networks. Specific action that must be taken in this regard 
is not defined in the legislation.

10 As regards encrypted communications, can any authorities require 
private keys to be made available? Are certification authorities 
permitted? Are they regulated and are there any laws as to their 
liability?

There are no special rules for protection of private keys in Ukraine. 
However, the respective keys may be required to be disclosed under 
exceptional cases, like criminal investigations, matters of national 
security and only upon production of a search warrant.

Certification authorities are permitted and regulated through a 
chain of checks and balances. The relevant laws envisage the follow-
ing types of certification authorities:
• a key certification centre (any legal or natural person that pro-

vides services regarding electronic signatures and issues key 
certificates);

• an accredited key certification centre (must be accredited with 
the central attesting body and only issues advanced key certifi-
cates for electronic digital signatures);

• an attesting centre (a special department of the state authority 
that registers open keys of key certification centres and provides 
accreditation for key certification centres); and

• a central attesting body (a special department of the Ministry of 
Justice of Ukraine that oversees attesting centres).

As indicated above, the State Service of Ukraine for Special 
Communications and Information Protection oversees the protec-
tion of e-signatures and other encrypted information. The key certi-
fication centre and accredited key certification centre are generally 
liable under consumer protection laws. The coverage of damages in 
cases of, for instance, key compromise, should be regulated by the 
applicable services agreement with such centres. 

Domain names

11 What procedures are in place to regulate the licensing of domain 
names? Is it possible to register a country-specific domain name 
without being a resident in the country?

There are special rules and procedures for the licensing of country-
specific domain names in Ukraine. Namely, there are specific rules 
for country code top-level domains (‘.ua’), some generic domain 

© Law Business Research Ltd 2014



Nobles UKRAINE

www.gettingthedealthrough.com 133

names like‘.gov.ua’, ‘.biz.ua’, ‘.com.ua’ and other second-level 
domain names (‘.kiev.ua’, ‘.org.ua’, etc). The most stringent restric-
tion applies to the country code top-level domain ‘.ua’ and gov-
ernmental domain ‘.gov.ua’. The rules for the domain ‘.ua’ require 
an applicant to submit a registered trademark certificate (either 
national or international) or a trademark licence agreement and in 
both cases the respective trademark must correspond precisely to 
the requested domain name. The domain ‘.gov.ua’ is only licensed 
to governmental authorities or other state bodies. The rules for most 
other domain names are less restrictive and basically any person, 
including non-residents, may register those at any time subject to 
their availability. The exception that should be mentioned is the 
domain ‘.biz.ua’, which can only be licensed to business entities or 
private entrepreneurs reregistered in Ukraine. 

12 Do domain names confer any additional rights (for instance, in 
relation to trademarks or passing off) beyond the rights that 
naturally vest in the domain name?

Use of trademark in a domain name is considered as a use of trade-
mark in the substantial meaning of the trademark protection laws. 
However, in case of a dispute, the court may still find a mere regis-
tration of a domain name in accordance with a trademark as inef-
ficient to prove its use. Therefore, a trademark owner should also at 
least use a trademark on some website. The use of domain names 
also raises questions of liability. A passing-off case may be brought 
before the competition authority in Ukraine for unfair use of a trade 
name in a domain name. 

13 Will ownership of a trademark assist in challenging a ‘pirate’ 
registration of a similar domain name?

A ‘pirate’ registration of a similar domain name (cybersquatting) is a 
common problem that successful businesses, especially foreign ones, 
face in Ukraine. Ownership of a trademark does assist in challeng-
ing such a ‘pirate’ registration before the relevant court, the domain 
administrator or the competition authority. However, the legitimate 
owners may face significant difficulties with challenging a ‘pirate’ 
registration which is also based on a trademark that covers differ-
ent services or goods. The foreign business has bigger chances of 
success to challenge the ‘pirate’ registration when it obtains a well-
known status of its trademark either through the court or the State 
Intellectual Property Service of Ukraine. 

Advertising

14 What rules govern advertising on the internet?

Advertising on the internet falls under the general regulations for 
public advertising. The providers of goods and services must also 
avoid unfair business practices that are subject to close supervision 
of the competition authority in Ukraine.

15 Are there any products or services that may not be advertised or 
types of content that are not permitted on the internet?

There are several restrictions in relation to products and services that 
may not be advertised in Ukraine, including on the internet. Restricted 
products include those generally banned from circulation like drugs, 
weapons and pornographic materials; as well as regulated goods like 
tobacco, prescription drugs, certified goods without available certifi-
cation, electric fishing rods and hunting traps. In relation to tobacco 
and alcohol brands, the law requires that the respective website has 
restricted access with an age verification system. Fortune-telling and 
gambling services are also prohibited from advertising. 

There are even more restrictions on the type of content on the 
internet. For instance, websites should not have information that 
contains violence, cruelty, pornography, cynicism and humiliation. 
Discriminatory, defamatory, fraudulent and misleading information 

is also not permitted. The law also restricts the use of national sym-
bols, personal images and intellectual property without respective 
consent in advertising. 

Financial services

16 Is the advertising or selling of financial services products to 
consumers or to businesses via the internet regulated, and, if so, 
by whom and how?

The financial services market is a heavily regulated area under 
Ukrainian law. The law contains a number of specific restrictions 
in relation to financial services advertising. A general principle is 
that the advertising must be true and not misleading. There have 
recently been several attempts to introduce more detailed regulation 
to protect consumers from banks, insurance companies and other 
financial institutions that exploit the vagueness of this principle. The 
selling of financial services via the internet is not directly prohibited, 
but it is quite rare as a written contract is strictly required for such 
a transaction. When, as indicated above, regular consumers hardly 
use e-signatures, the only practicable option is contracting in person. 

The general supervision over financial services market, including 
activities on the internet, is performed by the National Commission 
for Regulation of Financial Services Market and the National Bank. 

Defamation

17 Are ISPs liable for content displayed on their sites?

Under Ukrainian law, ISPs are not liable for the content displayed on 
their sites (ie, transmitted via their networks). 

18 Can an ISP shut down a web page containing defamatory material 
without court authorisation?

An ISP may not shut down a web page containing defamatory 
material without court authorisation. 

Intellectual property

19 Can a website owner link to third-party websites without permission?

Ukrainian law does not directly address the issue of links to third-
party websites. However, the domain name should be protected 
by intellectual property laws. The website owners usually address 
whether they either allow or prohibit any links with or without their 
authorisation in the terms and conditions of their website. 

20 Can a website owner use third-party content on its website 
without permission from the third-party content provider?

The content of a website is explicitly protected under Ukrainian 
intellectual property laws. Therefore, a website owner cannot use 
third-party content on its website without permission. 

21 Can a website owner exploit the software used for a website by 
licensing the software to third parties? 

Software is also protected under IP laws in Ukraine. Whether a web-
site owner can exploit the software used for a website by licensing 
the software to third parties depends on the agreement such owner 
had with the website developer. If a website owner has the exclusive 
rights or a licence with authorisation for sub-licensing, then such 
owner may license the software to third parties.

22 Are any liabilities incurred by links to third-party websites?

Currently, there are no clear and definitive statutory provisions 
establishing liabilities for unauthorised third-party website linking. 
However, an injured website owner is entitled to apply to the court 
for protection from this type of infringement, as well as claiming 
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compensation for incurred damage and moral harm. Injured parties 
usually tend to seek remedy in the courts based on the general rules 
regarding IP rights protection. 

Data protection and privacy

23 How does the law in your jurisdiction define ‘personal data’?

‘Personal data’ must be understood as data or a collection of data 
about a natural person, who is or may be identified. 

24 Does a website owner have to register with any controlling body to 
process personal data? May a website provider sell personal data 
about website users to third parties?

Pursuant to the recent changes in the personal data protection laws 
of Ukraine, there is no longer the requirement to register personal 
data bases. According to the new rules effective as of the beginning 
of 2014, the processor of personal data is obliged to inform the 
Ukrainian Parliament’s Commissioner for Human Rights only in 
case where such processing refers to information of a particular risk. 
In particular, such information includes personal data on:
• race, ethnicity and national origin;
• political, religious or ideological beliefs;
• membership in political parties or organisations, trade unions, 

religious, public, ideological organisations;
• health condition;
• sexual life;
• biometric or genetic data;
• administrative or criminal record;
• measure of pretrial investigation or criminal investigation;
• violent suffering; and 
• location or map of movement.

The law establishes some rules and preconditions on the transfer of 
personal data to a third party. Basically, an individual must grant his 
explicit preliminary consent for the sale of his personal data without 
additional notice when the data are initially collected and after the 
sale the purpose of the database must correspond to the initial des-
ignated purpose. Otherwise, the database owner must notify each 
individual of his or her data transfer. 

25 If a website owner is intending to profile its customer base 
to target advertising on its website, is this regulated in your 
jurisdiction? In particular, is there an opt-out or opt-in approach to 
the use of cookies or similar technologies?

Ukrainian law does not prohibit profiling subjects in compliance 
with personal data protection laws. For this, the website owner 
must obtain the consent of the user. There is, however, no explicit 
out-out or opt-in approach. It should also be noted that spam and 
unsolicited e-mail messages are prohibited under Ukrainian law. The 
ISPs can suspend any telecommunication services if a user is sending 
out spam. There is even criminal liability for intentional spam that 
causes damage or shuts down hardware or a network operation. 

26 If an internet company’s server is located outside the jurisdiction, 
are any legal problems created when transferring and processing 
personal data?

Transfer of personal data abroad is allowed only if the following 
preconditions are met: 
• the entity operating the server is connected to the personal data 

being transferred;
• the transferring party has ensured the security of the personal data;
• the transferring party has obtained specific consent from the 

natural person for transfer of the specified date abroad; and
• the personal data are transferred only for the purpose for 

which they were initially collected. 

If any of the above preconditions is not met, it would be a violation 
of the Personal Data Law resulting in monetary penalties.

27 Does your jurisdiction have data breach notification laws?

Ukraine has not yet introduced special data breach notification laws. 
There is a general obligation that owners, processors and third parties 
must ensure protection of the personal data against accidental loss or 
destruction as well as against authorised processing, including author-
ise destruction or access. The law, however, does not impose respective 
data breach notification obligations and relevant liability. 

 

Taxation

28 Is the sale of online products subject to taxation?

Sales of online products are also normally subject to value added 
tax (20 per cent). However, pursuant to recent amendments to the 
tax legislation in Ukraine and to boost the growth of IT business in 
Ukraine, the sale of software (including operational systems, pro-
grams, games, online services, websites and cryptographic systems) 
has been temporarily exempted from value added tax for the period 
starting from 1 January 2013 until 1 January 2023. The revenues of 
the seller who sells the software online would be subject to income 
tax of only 5 per cent, instead of a general rate of 18 per cent. 

29 What tax liabilities ensue from placing servers outside operators’ 
home jurisdictions? Does the placing of servers within a 
jurisdiction by a company incorporated outside the jurisdiction 
expose that company to local taxes?

Should the operator place the server outside its home jurisdiction then 
it would still be subject to taxation in Ukraine (as long as the operator 
is a taxpayer registered in Ukraine). The operator’s tax liabilities in 
the jurisdiction where its server is actually located would be subject 
to the rules of this particular jurisdiction (a double tax treaty may be 
applicable, if any a corresponding treaty is in place).

Placing a foreign company’s server within Ukraine may be consid-
ered by the tax authorities as a permanent establishment in Ukraine 
and, thus, expose that company to Ukrainian tax. The result may vary 
depending on the type of products sold, jurisdiction of the buyer, etc. 

30 When and where should companies register for VAT or other sales 
taxes? How are domestic internet sales taxed?

Companies and private entrepreneurs are obliged to register as a 
VAT taxpayer with the local tax office once the sales volume of VAT 
taxable goods or services exceeds 300,000 hryvnas during the pre-
ceding 12 months. Companies and private entrepreneurs may also 
register as a VAT taxpayer on the voluntary basis. 

VAT is normally reported and paid monthly. The registered VAT 
payer may deduct the input VAT paid with some restrictions. 

31 If an offshore company is used to supply goods over the internet, 
how will returns be treated for tax purposes? What transfer-pricing 
problems might arise from customers returning goods to an onshore 
retail outlet of an offshore company set up to supply the goods?

The goods (other than those subject to excise duty) supplied by 
an offshore company via international post or currier service are 
exempt from customs duties and VAT in Ukraine if the aggregate 
value of such goods in one parcel does not exceed €150. Such an 
offshore company will not be charged for any returns from such 
supply as well. The customer will have to pay a customs duty of 
10 per cent and VAT of 20 per cent on the value that exceeds €150 
if the aggregate value of such goods in one parcel is between €150 
and €10,000. If the aggregate value of goods exceeds €10,000, those 
are subject to full-amount applicable customs duties and taxes and 
full-scope customs control procedures. In the case of the return of 

© Law Business Research Ltd 2014



Nobles UKRAINE

www.gettingthedealthrough.com 135

previously imported goods, for example, returned by the customers, 
the import taxes (customs duties and VAT) may be reclaimed by the 
importer if the goods are returned within six months after importa-
tion and if there is clear confirmation that the goods returned are 
the same that were initially imported.

Gambling

32 Is it permissible to operate an online betting or gaming business 
from the jurisdiction?

It is not permissible to operate an online betting or gambling busi-
ness from Ukraine. Pursuant to the Law of Ukraine on Prohibition 
of Gambling Business in Ukraine, activities related to the organi-
sation of gambling via electronic (virtual) casino, regardless of the 
server location, are attributed to those prohibited in Ukraine.

33 Are residents permitted to use online casinos and betting websites? 
Is any regulatory consent or age, credit or other verification required?

Ukrainian law generally prohibits any gambling activities in Ukraine. 
However, the strict sanctions, including severe fines, mostly apply to 
the companies organising betting and gambling businesses. There is 
only a minor administrative liability for residents that participate 
in gambling and it is rarely enforced against home users of online 
casinos or betting websites outside Ukraine. 

Outsourcing

34 What are the key legal and tax issues relevant in considering the 
provision of services on an outsourced basis?

Outsourcing may have possible employment and social security 
implications in Ukraine. For the outsourcing purposes, it is strongly 

advisable to conclude services agreements only with an incorporated 
company or registered private entrepreneurs. In such a case, the risk 
that the relations between the customer and a group of outsourcing 
professionals is considered as employment is minimal due the com-
mon form-over-substance approach in Ukraine. In case of a foreign 
outsourcing customer, the employment implications risk is remote. 

Outsourcing consultancy and informational services to non-
residents are usually exempt from VAT in Ukraine. 

35 What are the rights of employees who previously carried out 
services that have been outsourced? Is there any right to 
consultation or compensation, do the rules apply to all employees 
within the jurisdiction?

Employees who previously carried out services that have been out-
sourced retain the same rights until their employment is terminated. 

Online publishing

36 When would a website provider be liable for mistakes in 
information that it provides online? Can it avoid liability?

A website provider would be liable for mistakes in information it 
provides online any time if it resulted in the distribution of inad-
equate information on a particular person.

It appears that a website provider could not avoid liability (if 
the wrongdoing is confirmed in court). A website owner may share 
responsibility with the author of published material if the author 
could be identified and brought to liability as well.

37 If a website provider includes databases on its site, can it stop other 
people from using or reproducing data from those databases?

Provided that an electronic database is considered an IP object, a 
website provider (if it is the legitimate owner or user of such) shall 
be entitled to stop other people from using or reproducing data 
from those databases.

38 Are there marketing and advertising regulations affecting website 
providers?

Website providers are subject to the same regulations regarding mar-
keting and advertising as specified in questions 14 and 15.

On 4 June 2014 The Parliament of Ukraine approved the draft law 
on Electronic Commerce at the first reading and returned it to the 
committees for additional consideration. This long-awaited and 
now widely supported piece of legislation is expected to bring more 
clarity to the legal framework of business on the internet. 

In particular, if the bill is passed, it provides for additional 
regulation specific for e-commerce, including: 
• contracting over the internet;
• use of e-signature;
• use of electronic money and payment systems; 
• personal data protection issues; and
• evidential base and information storage. 

There are high hopes that this law will be finally approved and 
enters into law still in 2014. 
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